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Security of information
10 Decisions that protect your customer/prospect data

A WORLD-CLASS DATA CENTER

O 1 Our hosting strategy led us to choose a world-class Data Center located in France, which
allows us to benefit from the highest international standards in data hosting. Our
provider complies with SOC-Type 1 and 2, ISO 27001, NIST 80-55, FISMA, PCI DSS,
HIPAA, HDA/HADS, OHS AS 18001, ISO 9001, ISO 22301, SS 564, TSI (TUV-IT). It also
complies with ISO 14001 and ISO 50001 environmental standards.

MINIMIZED RISK

Our system has been designed to offer total continuity of service since our infrastructure
O 2 is highly available, redundant and scalable. It adapts to the traffic and in case of loss of a

server, other servers take over, thus guaranteeing a continuous operation of the platform.

A TECHNOLOGY DESIGNED FOR SENSITIVE ENVIRONMENTS

O 3 Client spaces are a privileged place to collect sensitive information but they are also
spaces where security standards must be higher. The introduction of third-party tags in
customer spaces is facilitated by the use of server-side. Thus, you have control over the
entire data life cycle: from collection to exploitation by partners.

FULL CONTROL OVER THE DATA

04 With its Data Cleansing feature, Commanders Act X introduces a layer of data
normalization along with a real-time monitoring system. Advanced filters are also
available, allowing you to automatically control the data sent to partners.

A FINE MANAGEMENT OF USER RIGHTS

O 5 Access for your users (employees or agency/SSll) can be restricted to specific IPs. In
addition, we offer some of the strictest password rules available. Production can be
limited to one or more profiles (read, modify, deploy). User history is automatically
generated and provides access to a logbook listing actions, comments and user profiles.
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PROVEN GDPR COMPLIANCE

O 6 Commanders Act publishes a natively integrated consent solution. It is also the first
company to publish a Tag Management solution that has obtained the recognition of
approved bodies in Europe: CNIL exemption in France and the Eprivacy Seal in Germany.
This German label, which confirms the respect and anticipation of the constraints
associated with the entry into force of the RGPD 2018, was obtained for our Tag
Management, Data Management and Attribution Management solutions.

TECHNICAL TEAMS TRAINED IN SAFETY

O 7 Certified organizations train our technical teams in security, which is the foundation of
our platform design (Security by design). Thus, our technical teams are always at the
forefront of new technical challenges in terms of security.

A RECOGNIZED PLATFORM FOR DEMANDING CUSTOMERS IN THE FIELD OF

O 8 SECURITY
Commanders Act has convinced major players in the e-commerce, travel, and banking-
insurance sectors for the robustness of its platform. It has also convinced government
and institutional players (Army, Ministry of Education, Péle Emploi, CNAM, EFS), all of
whom are faced with ever-increasing security constraints.

A PLATFORM THAT IS REGULARLY AUDITED AND THEREFORE COMPLIES
O 9 WITH CUSTOMER REQUIREMENTS

Our platform is successfully audited every six months by external teams. The audits
include Pentest, black box and grey box testing. We allow our customers to audit us in
order to ensure full compliance of our platform with their own security standards. We
have successfully passed security audits for the French Army, the French Government
Information Service and major French and European banking groups.

A SECURE DATA EXCHANGE TECHNOLOGY

1 O Thanks to the Server-Side technology, the data no longer passes through the Internet
user's browser but directly through the server. It allows you to have total control over the
sending of data. As a result, the platform offers you real-time quality control through
automatic verification of incoming data.
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https://www.cnil.fr/fr/solutions-de-mesure-daudience-exemptees-de-consentement-la-cnil-lance-un-programme-devaluation
https://www.eprivacy.eu/kunden/vergebene-siegel/#seal5
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This brochure is for informational purposes. Commanders Act makes no warranties, expressed or implied, in this
document. Commanders Act is a registered trademark in the United States and other countries. Various products and
service names mentioned herein may be trademarks of Commanders Act. All other products and service names
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